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IBRIE =% % (International Association for Cryptologic Research (IACR)) H <

https://www.iacr.org/

Cryptography is the science and practice of
designing computation and communication
systems in the presence of adversaries.



https://www.iacr.org/

A0 TR NBES DEZIM (ME & ZRET)

« HIBERES (Symmetric-Key Encryption)
e X vt —FREFa— K MAC (Message Authentication Code)
e /Ny 2 B8 (Hash Function)

« NFHERES (=#EX) (Public-Key Encryption/Key-
Exchange)

« 7 &% ILEZL (Digital Signatures)

TICHRELEDEET IV, BODDEBGE

Notlons some security models, and some constructions.
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-0or non-Japanese Speaker

« A Graduated Course in Applied Cryptography”

by Dan Boneh and Victor Shoup
« https://crypto.stanford.edu/~dabo/cryptobook/
 Free web version available

e " Introduction to Modern Cryptography”
by Jonathan Katz and Yehuda Lindell

« Covers many topics of 1240

« " "Digital Signatures” by Jonathan Katz

« Concentrate on signature topics

« " "Mathematics of Public Key Cryptography” by Steven Galbraith
« Strongly math-oriented
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Avolid a viclous circlel

Security product Attack! Security patch Aftack again |
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Security should be guaranteed against ANY possible
(currently unknown) attacks -- Provable Security

Go back to the
first step

1. If there is an adversary that succeeds in breaking Scheme A,
then it can also solve an infractable mathematical problem B.

2. (Contraposition) If it is difficult to solve Problem B, then there is
no adversary to succeed in breaking Scheme A.
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